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1 Executive Summary

The initial version of the DESIRED Data Management Plan (DMP) is presented in this deliverable “D1.7 - Data
management plan” in response to T1.4 “Innovation, IPR & Data Management” (WP1). The DMP covers several
areas, including the guiding principles for data management in the project, the legal framework of the General
Data Protection Regulation (GDPR), an overview of the data to be collected and processed in the project
(including personal data, where applicable), the application of Horizon Europe’s Findable, Accessible,
Interoperable and Reusable (FAIR) Data Management principles, and data security.

The DESIRED project has formalized and implemented the FAIR data management framework in compliance
with the EC guidelines, with the objective of promoting open accessibility and interoperability of data, as well
as addressing data reuse considerations. The DMP governs all data generated and collected during the project,
the standards to be used, how research data will be preserved and what parts of the datasets will be shared for
verification or reuse. The DMP also ensures the protection of personal data in accordance with applicable
privacy and data protection laws and regulations.

The DESIRED project actively participates in the Open Research Data Pilot (ORD Pilot), a Horizon Europe pilot
aimed at enhancing access and reuse of research data produced by Horizon Europe projects. The project uses
the open research data repository Zenodo (or EUDAT accordingly with the decision that will be taken by the
General Assembly) to comply with the Horizon Europe Open Access Mandate.

The DMP is a living document that will be updated to reflect the actual research data generated during the
project and include updated instructions for how to access open data. Task 1.4 leaders (CIRCC and eBOS) will
maintain and update the DMP during the DESIRED’s four-year lifespan, based on the input from all partners,
and will monitor and report on its implementation in the project's interim and final reviews. Management and
monitoring will be done using an excel file in SharePoint, the project’s file repository, which will be
continuously updated to reflect actual data generation. The DMP will address the production, collection and
processing of its data and scientific publications. It will provide detailed information on the project data
lifecycle, privacy, and the project’s policies for data collection, storage, access, sharing, protection, retention,
and destruction. All consortium members will refer to this DMP if questions about DESIRED’s data policies and
practices arise. Data management practices in DESIRED will adhere to the project's internal ethical guidelines to
guarantee that consortium partners meet acceptable ethical standards and implement appropriate data
protection measures.
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2 Introduction

The deliverable “D1.7 - Data management plan” was prepared within the framework of WP1 and T1.4
“Innovation, IPR & Data Management” of the DESIRED project. This deliverable covers the Data Management
Plan (DMP), process as well as internal General Data Protection Regulations (GDPR) compliancy policies.

The DESIRED project focuses on establishing a novel fuel production system capable of direct co-processing of
atmospheric CO; and water to produce energy-rich, multi-carbon (C2+ without overlooking C1 as methanol)
products using sunlight as primary energy source. The project is divided into 6 Work Packages assigned to
specific partners for execution. A large amount of data will be generated and handled as part of the project’s
work, mainly from experiments in the laboratory, computer simulations, from literature, and from the
integrated lifecycle sustainability assessment study. This deliverable provides information on the datasets that
will be created and used in the project, along with how these datasets align with the project objectives and WP
structure. Additionally, it incorporates actions that comply with the EC's Findable, Accessible, Interoperable,
Reusable (FAIR) data management guidelines, with the ultimate objective of ensuring that the data is easy to
find through metadata provisioning, openly accessible and interoperable, and includes considerations and
processes for data re-use.

The DESIRED project will participate in the Horizon Europe’s Open Access to Research Data pilot and create
open educational resources through its Training, Education, and Capacity-building program (TECBP). These
initiatives acknowledge the significance of building on previously funded efforts and promoting open
dissemination for the benefit of Europe. The consortium has opted to use an Open Repository to store and
provide access to scientific publications and open researcher data, ensure the maximum possible impact
among researchers and other stakeholders. The DMP will determine the wider distribution of project outcomes
with a public level of dissemination, following the Horizon Europe guidelines, while ensuring that any
confidential data, which might have privacy concerns or can be commercially exploited, will not be shared.

An update to the DMP will be released as part of “D1.8 — Report on IPR, Innovation and Data Management” in
month 47 (M47).

2.1 Mapping DESIRED Outputs

Purpose of this section is to map DESIRED Grant Agreement commitments, both within the formal Deliverable
and Task description, against the project’s respective outputs and work performed.
Table 1: Adherence to DESIRED GA Deliverable & Tasks Descriptions

DESIRED GA )
DESIRED GA Component Respective Document

Component Justification

Outline Chapter(s
Title pter(s)

DELIVERABLE

D1.7 Data Management Plan

The Data Management Plan produced as part of T1.4. It includes a section on open access to research data.

TASKS
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T1.4 -
Innovation, IPR
& Data
Management

© DESIRED

T1.4 will prepare and
monitor the
implementation of the
Data Management Plan
(DMP). The DMP will
contain information
related to the types of
data that the project will
generate/ collect
(including personal data),
the data standards to be
used and how partners
may exploit the data, thus
setting robust procedures
and supporting GDPR
compliance.

CIRCC will also identify
and manage innovation
from the project, advising
partners on the scope and
potential of the emerging
innovations arising whilst
carefully discerning IPRs at
regular checkpoints. To
ensure the sustainability
and exploitation of
DESIRED results, CIRCC
will design the IPR
protection strategy and
manage associated
activities with partners.
CIRCC will also ensure that
confidentiality
agreements and all
partners’ foreground and
background IP are
respected in the
Consortium Agreement
(CA).

Chapters 3,4,5

Chapter 3 Section 3.3

Within those chapters the
approach to ethics, GDPR
compliance and processing of
personal data is discussed.

The data lifecycle is presented
explaining how and what type of
data will be handled.

The communication procedures for
exploiting data within the
consortium are explained.

The approach to open access to
research data and FAIR data
management is analysed,
explaining the procedures and
standards for ensuring open access
and FAIR compliance, while
protecting sensitive data.
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2.2 Deliverable Overview and Report Structure

In this section a description of the Deliverable’s Structure is provided, outlining the respective Chapters and
their content:

Chapter 1: Executive summary.

Chapter 2: Introduction of the deliverable and mapping with other project outputs (i.e., deliverables).
Chapter 3: Data management approach followed in the project, including Ethics and GDPR Compliance,
procedures, handling of personal data and open access to research data

Chapter 4: Compliance with FAIR Data Management.

Chapter 5: Data Lifecycle and roles and responsibilities of partners with regards to data management.
Chapter 6: Conclusions.

The report also includes the following annexes:

Annex |: Informed Consent Form

Annex II: The DESIRED Privacy and Personal Data Protection Policy and compliance with the General
Data Protection Regulation (GDPR)

Annex lll: DESIRED Data Management Overview per WP — The Dataset Information Tables
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3 Data Management Overview

This section will provide an overview of the plan as to how the data collected and generated in the DESIRED
project will be managed and processed during the lifetime of the project and beyond. The section also outlines
the data collection concepts and purposes, including a comprehensive description of the procedures for data
collection, protection, and dissemination that will be employed to effectively execute the project task. Since
the project is in its initial stages, this overview is subject to change and will be revised in future iterations of the
DMP as required. Data management is a critical focus area in the DESIRED project meetings and will remain so
in the future. Consortium partners will remain updated with any changes to the DMP and the plan will be
updated accordingly.

Golden Access —_ Upload published on Zenod
Publications
Green Access —_ Upload published on Zenodk
Ethics & GDPR compliance
N public Upload EC approved version on DESIRED website and
Data Collection Research Data Deliverables
> Confidential Submit to EC and store in the project’s internal storage
DESIRED Communication
and Dissemination plan
> Open —>1 Upload published ion on Zenod:
DESIRED Innovation & IPR Technology, Process
plan models, business models
. Protect (patent, Internal storage:
1 Exploit copyright, etc.) SharePoint

Figure 1: DESIRED Data Management process

Figure 1 depicts the method of handling data in the DESIRED project. The data that will be generated, collected,
and shared in each of the project's WPs are classified and grouped according to their purpose, which may
include research, testing, documentation, reporting, and management files. The data may consist of various
types, such as written narratives, numbers, images, audio and video files, reports from internal or external
sources, key performance indicators, statistics, diagrams, questionnaires, checklists, user stories, and so on.
This data will be aggregated and securely stored in a designated data storage, and will serve as a basis for
project work, as well as for analysis in deliverables, scientific publications, and exploitation activities.

Data collected throughout the project will continuously be assessed for:
i) its compliance with Ethics and GDPR,
ii) eligibility for dissemination and publication and
iii) suitability for IP protection and exploitation.

The DMP is produced by eBOS under Task 1.4 of WP1, where certain procedures to be followed by all partners
regarding the data managed in the DESIRED project are outlined. To reinforce those measures and ensure
compliance with data management decision, some additional roles and responsibilities are defined with
regards to data management:

WP Leaders: are responsible for ensuring that the work and data involved in their work in the WP that they
lead comply with the specifications of the DMP.

© DESIRED Page | 12
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Project manager from each organisation: will ensure that all personnel working on the project have read the
DMP and exercise the principles as described in the DESIRED DMP.

Data owners: are responsible of complying with the guidelines of the DMP as well as any related GDPR policies.

Project Coordinator: CIRCC is the main advisor on any data and IPR related issues.

Figure 2 below summarises the lifecycle of the data in the DESIRED project, from data creation/collection to
data reuse. These stages are further explained in the sections below.

Data creation/ Data :
collection Processing ’ DEIEI AT
Data
Data Storage .
DRV (AR ‘ and Archiving ‘ PUS ::fiz;:igo?-,nd

Figure 2: DESIRED data lifecycle

3.1 Ethics and GDPR Compliance

The DESIRED project activities will comply with the international, EU and national ethical principles and related
legislation. In particular: (i) The Charter of Fundamental Rights of the European Union (2000/C 364/01)); (ii) The
European Convention on Human Rights (amended by Protocols Nos. 11 and 14.); (iii) General Data Protection
Regulation (EU) 2016/679; (iv) European Group on Ethics in Science and New Technologies in their report
Citizens Rights and New Technologies: A European Challenge on the Charter on Fundamental Rights related to
technological innovation.

The project partners are well-versed to handle ethical issues including gender and data protection, as well as
monitoring ethical aspects. The Project Coordinator will establish a set of ethical indicators to be used as a
monitoring tool. While the overall project compliance with ethical aspects will be assessed, greater supervision
will be devoted to technology development and worker involvement.

Security measures will be in place to prevent data leaks or confidentiality breaches, particularly with regards to
personal data and the involvement of citizens in non-medical studies. These measures include the use of
firewalls, network security, encryption, and authentication. Data exchange will occur through consortium
known ports, with access restricted to authorized persons within authorized organizations. Identifiable data
will only be made available to out-of-project researchers with explicit user permission. Access to private
generated project databases will be granted via an authentication server with user-based filtering and periodic
password changes.
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3.2 Dissemination and Communication of the Research Data

The DESIRED project team will use state-of-the-art technologies for secure storage, delivery and access of
project data, as well as managing the rights of the users. In this way, there is complete guarantee that the
accessed, delivered, stored and transmitted content will be managed by the right persons, with well-defined
rights, at the right time.

The DESIRED partners will manage data responsibly, in line with the FAIR principles, and certain actions have
already been taken for this. The tool selected by DESIRED’s coordinator to share data and documents between
project partners is Microsoft’s SharePoint3. SharePoint is a Microsoft application that allows storing, organizing,
and sharing information. SharePoint is a well-known commercial solution that, in addition to data storage, it is
very useful to create and manage documentation. Most project outputs will be accessible through this
platform. If extremely large datasets are created, alternative solutions might be used, but this decision will be
made on a case-by-case basis.

The DESIRED project will use non-confidential data to create various materials such as public deliverables,
publications, and advertisement materials. These materials will be shared with specific stakeholder groups or
the general public. To ensure compliance with the project's DMP, open access publications and underlying data
will be deposited in the open research data repository Zenodo (see section 3.5). The final peer-reviewed
version of the manuscript, including reviewer comments, but without the publisher's layouting, should be
deposited in the repository as soon as possible but at the latest upon publication. In the case of green open
access, a link to the final version should be added and the accepted author manuscript used for depositing.

All public deliverables will be reviewed and approved by the EC before being openly shared on the DESIRED
website and the Zenodo repository. The project's IP Management Strategy, which is described below, will also
be followed to ensure the protection of the project's IP and personal data.

3.3 IPR Protection and Exploitation of the Research Data and Results

The current consensus of the consortium is the retention of title, ownership and exploitation rights of the IPR
generated on an individual per partner basis as the preferred option, although other no binding options will be
explored (such as joint ownership). Such IPR may relate to research data generated during or as part of the
Project as well as Results.

Foreground IP shall be owned by the project partner carrying out the work leading to such Foreground IP. If any
Foreground IP is created jointly by at least two project partners and it is not possible to distinguish between
the contributions of each of the project partners, such work will be jointly owned by the contributing project
partners. The same shall apply if, while carrying out work on the project, an invention is made having two or
more contributing parties contributing to it, and it is not possible to separate the individual contributions.

Such joint inventions and all related IPRs shall be jointly owned by the contributing parties. Alternative models
to be explored on the basis of unanimous agreement are Joint Ownership and Exploitation. This will be done on
a case-by-case basis and with unanimous agreement of partners, in which case the partners may jointly share
the exploitation rights of the project foreground based, for example, on the relative share of Person Month
effort dedicated to the production of the innovative Result.

DESIRED Project coordinator (CIRCC) actively monitors the creation of IPR during the lifetime of the project.
The aim is to create a favorable environment for respecting intellectual property rights (IPR) and ensuring a
uniform approach by the DESIRED project partners participants, in conjunction with a permanent IP monitoring
during the project.

3Microsoft Office. SharePoint. https://www.microsoft.com/es-es/microsoft-365/sharepoint/collaboration
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The IPR management process has been designed by CIRCC with the protection and exploitation of knowledge in
mind, but also in order to be able to satisfy multiple IPR objectives (e.g., to balance the need to protect IPR
assets — and thus to avoid premature disclosure- with the wish to release as many research outcomes as
possible into the public domain - as fast as possible.

This is in coherence with the exploitation routes that are being planned for DESIRED results and with the
conceived combination of commercial and not-commercial exploitation channels.

The process is currently established as follows:

e Each WP Leader is in charge of tracking and collecting information (as well as suggestions and
directives) on the new Foreground and IP generated in the WP;

e CIRCC requests every six months updates on the description of the innovative elements of the R&D
technological activities executed in an IPR repository;

e Once all the WP Leaders’ inputs are collected in the IPR Repository, CIRCC presents this innovation
status update to the Consortium during the next General Assembly during which a discussion of how
to protect, disseminate and exploit each IP output takes places;

e Each IP owner (or joint owners) takes a decision on the form of IP protection;

e According to such decision, the identified innovative asset can be:

o disseminated without being protected
o registered as a patent or differently protected by the Consortium member which has
developed the innovation.

The IPR Repository is updated with the final decision (including, in case, protection timeframe) on the form of
protection chosen for every innovation item proposed. The decision with regard to dissemination is also
updated and registered.

The process therefore involves to identify the Foreground IP generated by the project, its dependencies on any
External IP, Sideground or Background knowledge, and to recommend actions to be taken by the consortium
for its protection. Nevertheless, each partner is responsible to apply the knowledge protection measures.

3.4 Processing of Personal Data

As per the ethical requirements associated with processing of personal data, the DESIRED partners are well-
versed in the necessary processes to meet and exceed these requirements. Several project dissemination and
communication activities, including workshops, webinars, joint events with other projects, public talks,
dissemination of the project e-Newsletter, and the DESIRED Summer School, will involve the participation of
external stakeholders. Participants will have to acknowledge and consent (e.g., during online registration to
events, registration to e-newsletter etc.) that whatever information they submit will be used for registration
purposes, or to respond to any enquiry to the DESIRED team, as per the GDPR policy: “Information entered
above will only be used to give an accurate response to your inquiry. DESIRED will never release personal data.
For more details, please read our Privacy Policy”. For physical activities (e.g., surveys, workshops) the
participants will have to sign an Informed Consent Form, as shown in Annex |. The full Privacy and Personal
Data Protection Policy of the DESIRED project in compliance with GDPR can be found online on the project
website (https://desired-project.eu/privacy-policy/) and in Annex Il.

Furthermore, for the participation of stakeholders in any project related activity, the following principles will be
followed:

- All participants (with their legal guardians where applicable) will receive comprehensive information
and will have to provide their explicit consent to any data acquisition process. The consortium will also
provide information on the potential for commercial exploitation of the innovation.
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- Participation will be entirely voluntary, and participants will be given the opportunity to ask questions
and receive understandable answers before making decisions about their participation. They will also
have the right to withdraw and terminate their participation in the research at any time, and their
rights will be reiterated before participation.

- No data will be collected without the explicit informed consent of the participants. This involves being
transparent with participants about their engagement in the activity and ensuring their full agreement
to the procedures/research by providing explicit consent.

- During certain events (e.g., workshops) it is possible that photographs will be taken that will be
published on DESIRED website and social media. Participants will be asked to give their consent for
their photos to be published at the time of registration to the event.

- All stakeholder engagement activities, including meetings, joint events, etc., will be conducted with
participants who understand their role in the project, the data that will be collected, how it will be
processed, stored, anonymized, and peer-reviewed before being used in the project, such as through
publication or system innovation. No covert data collection will take place. All data gathered from
involved stakeholders during project activities will be pseudonymised prior to processing, to ensure
GDPR compliance.

- No personal or sensitive data will be centrally stored, and data will be scrambled where possible and
abstracted in a way that does not affect the final project outcome. Additionally, no data collected will
be sold or used for any purpose other than the current project. A data minimization policy will be
implemented at all levels of the project and will be supervised by the Project Coordinator. This will
ensure that only the data strictly necessary for the current study will be collected.

- Specific measures will be in place to protect young coworkers or students participating in the DESIRED
Summer School from privacy/confidentiality breaches and potential discrimination, such as not making
their names public and not communicating their participation. Any incidental findings will be kept
strictly confidential and erased from files upon request from the enrolled subject.

3.5 Open Access to Research Data Proposed Approach

In line with the ambitions of the European Open Science Cloud (EOSC), the DESIRED project will comply with
the ‘FAIR’ principles for research data. WP6, led by CU, will set up an (internal) Open Science (OS) meeting with
presentations on OS principles and practices. Throughout the project, CIRCC will contact the scientific and
technical Manager, IC2R, and the EAB, to recommend and discuss the implementation of the ‘FAIR’ principles,
in particular by following the approaches below.

Inspired by Responsible and Open Research and Innovation principles, all partners will use co-design and
participative engagement methods throughout the project. This principle has driven the need to establish an
External Expert Advisory Board (EEAB), whose members will play a key role in pursuing an internal co-creation
approach, wherein “All data gathered from involved end-users during the co-design process, techno-economic
assessment (TEA), and the D&C will be pseudonymised prior to processing, to ensure GDPR compliance”. Active
stakeholders’ involvement from the outset of the process will thus ensure that our co-creation approach
responds to end-users’ needs.

DESIRED will open up new opportunities for participatory engineering of emerging technologies for climate
neutrality, an objective that citizens tend to focus on, particularly through their involvement in the study of
barriers to adoption and acceptance (WP5, LCA).
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The DESIRED project, as a funded project under the Horizon Europe programme, participates in the Open
Research Data Pilot (ORD Pilot). The pilot aims to balance the need for open access to research data and
scientific publications with concerns about protecting scientific information, intellectual property rights,
privacy, security, and data management and preservation. The Horizon Europe strategy for a smart,
sustainable, and inclusive economy emphasizes the importance of knowledge and innovation in generating
growth, and the ORD Pilot is meant to improve the quality of research results, encourage collaboration and
avoid duplication of efforts, and speed up the entrance of results into the market, among other benefits.

The DESIRED partners are committed to using Open Research Europe (ORE), the fully open-access scholarly
publishing platform for Horizon Europe, for publications resulting from the DESIRED project. ORE is a post-
publication peer-review publishing platform that accepts original articles in all fields. It offers a variety of article
types, ranging from research articles to methods and data notes. The participating organisations’ budgets cover
fees associated with open-access publications. The need for open-access publishing will be evaluated on a case-
by-case basis and weigh benefits and risks over the less convenient or delayed access to results. The project
will widely use self-archiving (or green open-access) services available to the research community such as
ResearchGate or Academia.

Open access (OA) refers to providing online access to scientific information for free to promote the reusability
of data. Within the context of R&D actions, OA applies to two main categories of data: scientific papers and
research data collected from experiments conducted in laboratories. Research data refer to facts or numbers
collected to be examined and considered as a basis for reasoning and discussion on project results, such as
statistics, experimental results, measurements, fieldwork observations, survey results, interview recordings,
and images. The ORD Pilot applies to the datasets at the basis of scientific publication and to the peer-reviewed
papers released within the context of Horizon Europe projects.

The ORD Pilot provides open access not only to basic rights like downloading, saving, and printing a document,
but also to copying, distributing, searching, linking, crawling, and mining data. The DMP will specify which types
of data will be made available and which restrictions may apply. There are two main routes to open access:
gold and green.

Self-archiving / 'green' open access — the author, or a representative, archives (deposits) the published article
or the final peer-reviewed manuscript in an online repository before, at the same time as, or after publication.
Some publishers request that open access be granted only after an embargo period has elapsed.

Open access publishing / 'gold' open access - In order to go through with this option, the author will need to
pay for immediate open access. This can either be by publishing in specific open access journals or in so called
hybrid open access journals, where you pay for online open. In both cases the author gets immediate access to
the high-quality PDF of the manuscript. The publication is usually covered by the Creative Commons Attribution
(CC-BY) license, meaning that the publisher only gets a license to publish your publication but the actual
copyright stays with author (s).*®

Training, Education & Capacity Building programme (TECBP) outputs will be posted on the website of the
project and on a public service, e.g., SlideShare, whereas videos will be shared in social media of the project.
Free webinars will be organised by CIRCC and EBOS under a Creative Commons license (e.g., “CC BY”) to
maximise reuse.

4 https://www.sciencedirect.com/topics/computer-science/open-access-publishing
5 https://onlinelibrary.wiley.com/doi/10.1002/leap.1056
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3.6 Data Generation and Collection

The DESIRED project will focus its research activities on some key research areas, and will generate data
concerning:

- Fabrication of new photocatalysts and their bio-supports.

- Design and engineering of a new photoreactor with oscillatory flow principles.
- Development of selective and stable photocathodes.

- Solar fuel production.

- Validation and lifecycle sustainability assessment of fuel production system.

DESIRED will use various sources of data, including literature on solar fuels, photocatalysis, energy policy and
regulations, as well as experimental, validation, and industrial data collected during the project. Partners will
contribute to data collection through technology development, validation, TEA, and life cycle assessment.
Sensors, measurement, and control equipment used in the laboratories, existing databases, questionnaires,
focus groups, and interviews will also be sources of data. The total size of the collected data may be around
300 GB, and the final data files will be available in formats such as .xls, .csv, and .txt for measured, simulated,
and generated data, and other formats like .docx and .pdf for other data types. The data will be compatible
with statistical analysis software.

The partners will store all data collected or generated in a secure data storage (SharePoint) accessible to all
partners. To ensure proper data management, each task leader will define and describe the collected datasets
specific to their task by completing the Dataset Information Table (DIT) (Annex Ill). The DIT will be stored on
SharePoint. It is the responsibility of the task leaders to update the DIT every six months. eBOS will
continuously monitor data management and the DIT update. The DIT will contain both qualitative and
guantitative descriptions of the project’s datasets, as shown in Table 2. The first version of DESIRED’s DIT was
finalised in M5 (March 2023).

Table 2: Dataset Information Table template

Name of the lead partner responsible for dataset generation

Lead Partner .
and collection

Data Description Brief description of the dataset

Description of the origin of the data (lab tests, computer

Data Origin . .
simulation

Data type could be: narrative texts, numbers, images, audio
Data Type(s) files, video files, internal/external reports, KPls, statistics,
figures, questionnaires, check lists, user stories etc.

Personal Data (Yes/No) Does the dataset include personal information

Data Format Data format could be: .doc/.docx, .xls/.xlsx, .pdf, .ppt/.pptx etc
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Approximated Data Size Approximate size of dataset in Mb/Gb and number of files

Confidentiality Confidentiality status

Identify potential beneficiaries of the dataset. To whom might it

Data Utility be useful?

Where is data stored on the server e.g. name of the server &
Storage & Backup Position/ Server  path. Where is data backed up e.g. partner’s local data storage,

etc.
Sharing method How is data shared? Email, drive, dropbox, etc.
Data Expiration Does the data expire? When is the expiration date?

Who has access to the data? And what type of access is it, e.g.

Who has access to it L .
viewing, editing, etc.

Purpose of collecting The purpose of the data collection/generation?
Relevant project task number Which task of the project does the dataset collected satisfy?

For how long the data will be stored Duration of storage of the data

Owner of the data Who is the owner of the data

The DESIRED consortium partners had to prepare the first version of Dataset Information Tables before month
6, when most of tasks had not started. Therefore, they had to foresee what datasets they would generate from
each task and give some reasonable information about those. The DITs can be found in Annex IIl. As mentioned
above, DITs have to be updated by partners every six months, it is therefore expected that as the activity of
some tasks begins the information presented in the tables will be more accurate and detailed.

3.7 Data Archiving and Preservation

All project datasets will be stored on Microsoft SharePoint hosting server provided by CIRCC. This server will
serve as the project's online collaboration platform during its lifetime and for up to 3 years after its conclusion
for final closing activities, after which the data will be permanently deleted. SharePoint allows one to store,
organize, and share information and is a well-known commercial solution that, in addition to data storage, it is
very useful to create and manage documentation. Issues of data security and digital privacy remain crucial to
ensure that work is not reached by not authorized personnel, therefore, Microsoft SharePoint user requires
user authentication, to ensure that no users outside the consortium have any access to it. Most project outputs
will be accessible through this platform. If extremely large datasets are created, alternative solutions might be
used, but this decision will be made on a case-by-case basis.

The organization of the six Work Package (WP) folders within the server will be determined by the respective
WP leaders. The project partner who generates the data will be responsible for uploading their datasets to the
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SharePoint repository, while the corresponding WP leader will review the folders periodically and ensure that
the project datasets are archived appropriately and in accordance with the Data Management Plan (DMP)
procedures.

Upon completion of the project, the final datasets, public deliverables, and publications will be deposited in the
Zenodo repository for sustainable archiving of the research data. The Zenodo repository guarantees that the
deposited items will be retained for the lifetime of the repository, which is currently defined by the host
laboratory CERN's experimental program for the next 20 years.
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4 FAIR Data Management

In line with the ambitions of the European Open Science Cloud (EOSC), the DESIRED project complies with the
“FAIR” principles for research data. FAIR data management relates to the European Commission guidelines on
the data being Findable, Accessible, Interoperable and Reused. DESIRED project aims to ensure the effective
management of FAIR data by adhering to naming conventions, contributing to open data research, providing
data identification and searchability, as well as facilitating meta-data provisions and data reusability.

The project will thoroughly document its methods, data, results to ensure that future research and deployment
builds on lessons from positive and negative results. Most deliverables will be publicly available, and the
project will participate in the Open Research Data Pilot in Horizon Europe so that the final results and data are
made available once the project ends. Other efforts will be made within D&C activities to ensure a wide
dissemination of the results. The ultimate goal is to increase access to and the reuse of the research data
generated by the project. However, there are certain datasets or portions of datasets created within the
project that cannot be shared to safeguard the privacy of participants in workshops and summer schools, as
well as to protect exploitable results.

4.1 Making Data Findable

To facilitate findability, DESIRED will use the Zenodo repository in accordance with the Horizon Europe Open
Access Data Pilot. A DESIRED community on the Zenodo website will be established where all public datasets,
deliverables, and scientific publications will be uploaded. DESIRED will ensure that the research data is easily
discoverable by using persistent and unique identifiers, such as digital object identifiers (DOIs) to all uploaded
elements, Grant Number and Project Acronym. To aid in data interpretation and standardisation, each data file
will be accompanied by a nomenclature file that describes any coding conventions. Eventually, all data will be
standardized into a single data coding convention to facilitate easy interpretation and standardization.

Metadata of deposited data will be open under a Creative Common Public Domain Dedication (CC 0) or
equivalent (to the extent legitimate interests or constraints are safeguarded), in line with the FAIR principles (in
particular machine-actionable) and provide information about the following:

e datasets (description, date of deposit, author(s), venue and embargo);

e Horizon Europe funding;

e grant project name, acronym and number;

e licensing terms;

e persistent identifiers for the dataset, the authors involved in the action, and, if possible, for their
organisations and the grant.

e where applicable, the metadata will include persistent identifiers for related publications and other
research outputs.

Each partner in DESIRED will have the responsibility of uploading their own public datasets and assigning
specific, descriptive keywords relevant to the content of the dataset. Along with these specific keywords, a set
of general keywords will also be assigned that apply to all public datasets, scientific publications, and public
deliverables. These general keywords will ensure that the uploaded content can be easily found by interested
parties. These could be:

e (CO;reduction
e CO, utilization
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e Photocatalysis

e Photoelectrocatalysis
e (Catalyst design

e Renewable energy

e Solar fuels

e Solar reactor

As part of the DESIRED project’s Quality Plan included in D1.1 — Project Management Handbook, a naming
convention has been established, to maintain a consistent approach for naming documents and data, and their
versions. The convention follows these rules:

e All documents will contain the name of the project as the first part of the title: “DESIRED”;
followed by the deliverable or WP or Task or Subtask number;

followed by the file name;

followed by a continuous version number “v0.11";

followed by the date of the last changes made in the document “YYMMDD"”;

followed by short project partner name for example “CIRCC”.

Following this naming convention, the name of this deliverable could for example be: “DESIRED _D1.7 Data
Management Plan_V1.0_30.04.2023_eBOS".

To ensure that datasets can be updated and cited accurately, Zenodo supports DOI versioning. This enables
researchers to update datasets that have already been made public, and to cite specific versions of a dataset or
all versions of a dataset using a top-level DOI. A DOI is a unique identifier assigned to a digital object, allowing it
to be easily located and cited. ®

4.2 Making Data Accessible

The data generated during the project will be stored on SharePoint, which is a standardised centralised file
storage system managed by the IT department at CIRCC which is continuously updated. Data exchange will be
operated over this CIRCC-hosted server, with access fulfilling data security regulations. Such data access will be
managed by CIRCC. Intellectual Property Rights (IPR) will be observed in line with EU recommendations.

Open Access in Horizon Europe projects strives to promote accessibility of research data while addressing
privacy, security and commercial concerns. All public datasets, publications and deliverables will be made
available on Zenodo without any charge. The data and publications will be linked through persistent identifiers
like DOI versioning. Any confidential data, which might have privacy concerns or can be commercially
exploited, will not be shared. If there is any such occurrence during the project, it will be specified in the final
DMP.

This DMP outlines DESIRED’s plan to contribute data to the open research pilot. The project will ensure that
datasets to be made open source meet specific criteria, such as not containing confidential or sensitive
information and having obtained permission from relevant stakeholders and/or data subjects. Additionally,
sharing the data must not harm exploitation or IP protection prospects. The DESIRED consortium will review
and endorse datasets before they become candidates for contribution to the open research pilot. Once
approved, licensing will be agreed upon and DESIRED will make the datasets available through appropriate
open access repositories, following Grant Agreement guidelines. Actual data owners must provide consent via
email to the project coordinator for data to be distributed outside the consortium.

6 https://zenodo.org/record/1256592/files/zenodo-doi-versioning.pdf?download=1
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4.3 Data Interoperability

In the DESIRED project, standardization of data and metadata is important to ensure that datasets can be easily
understood, reused, and interoperated by different parties. Standard technical terminology will be used to
facilitate interdisciplinary interoperability. The DESIRED consortium will try to use commonly used file types
such as .xml, .xIs(x), .doc, .pdf etc, and investigate the possibility of following other internationally recognized
standards for both data and software produced.

Zenodo, where the data will be made available, uses JSON schema as the internal representation of metadata
and offers export to other formats such as Dublin Core, MARCXML, BibTeX, CSL, DataCite, and Mendeley. Each
type of dataset stored will be accompanied with a “README” file describing any of the relevant information to
a specific dataset. The metadata will be clear, in good order and well documented and efficiently usable by
researchers also in the future. Versioning of files is handled in the filenames; data will be stored in dedicated
project folders with subfolders to distinguish different types of data.

4.4 Data Reusability of Existing and Non-Existing Data

The reuse of data is a key component in FAIR. It ensures that data can be reused for purposes other than it was
initially created for. As already mentioned, the high-level aggregated anonymised data collected or generated
through the project will be available on Zenodo. This platform will be available for at least 20 years. The end
users will be able to access the entire anonymised aggregated dataset together with corresponding sources of
that data and contact information from the data contributors.

The DESIRED project will enable third parties to access, mine, exploit, reproduce and disseminate (free of
charge for any user) for all public data sets. This aspect will be regulated during next 12 months with consensus
by all Partners.
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5 Conclusion

This deliverable “D1.7 - Data management plan” constitutes the initial version of the DESIRED Data
Management Plan (DMP), covering areas including the guiding principles for data management in the project,
the legal framework of the General Data Protection Directive (GDPR), an overview of the data to be collected
and processed in the project (including personal data, where applicable), the application of Horizon Europe’s
Findable, Accessible, Interoperable and Reusable (FAIR) Data Management principles, and data security.

The main conclusion points are summarized below:

The DESIRED project activities will comply with the international, EU and national ethical principles and
related legislation, including the General Data Protection Regulation (EU) 2016/679. Several measures
and processes are in place regarding processing of personal data, to meet the requirements sets by the
GDPR.

The chosen project repository to share data between the DESIRED consortium is Microsoft SharePoint.
SharePoint requires user authentication, to ensure that no users outside the consortium have any
access to it.

The DESIRED partners have filled in the Dataset Information Tables (Annex Ill) with information on the
data that they foresee to collect during the project’s work. DITs will be updated by partners every six
months in occasion of General Assembly.

The DESIRED project, in line with FAIR data management framework, will actively participate in the
Open Research Data Pilot (ORD Pilot) to enhance access and reuse of research data produced in the
project, while addressing concerns about protecting scientific information, intellectual property rights,
privacy, security, and data management and preservation. The chosen repository is Zenodo website,
where all public datasets, deliverables, and scientific publications will be uploaded, and granted a
“green” or “golden” open access.

Under the “FAIR” principles, the findability of the deposited data will be enhanced by using persistent
and unique identifiers, such as digital object identifiers (DOIs), and search keywords. A naming and
versioning convention of the data has been established. To enhance data accessibility and
interoperability, standardization of data and metadata will ensure that datasets can be easily
understood, reused, and interoperated by different parties. Third parties will be able to access, mine,
exploit, reproduce and disseminate (free of charge for any user) for all public data sets.

The data lifecycle and roles and responsibilities regarding data management have been established.
DESIRED partners will adhere to the described data management practices and responsibilities.

The DMP is a living document that will be updated to reflect the actual research data generated during the
project. An update to the DMP will be released as part of “D1.8 — Report on IPR, Innovation and Data
Management” in M47.
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Annex I: Informed Consent Form

© DESIRED

Information Sheet on ethics and data protection

You are invited to join the DESIRED research project to take part in the DESIRED octivitics. Please take
as much time a= you need to reod ond understand the following text. The decision to join, or not to

Jjoin, is up to you. if you agree with the content, please sign/tick the consent form bax.

The DESIRED praject's overzll objective is to prove the technological feasibility of a3 novel fuel
production system, producing multicarbon products (C2+ solar fuels) by direct CO: and water
coprocessing, using nowel and recyclable hybrid photo-electrocatalysts, in an innovative
photareactor design, combined with direct light irradization.

| fresly and woluntarily consent to participate in the DESIRED project.
The aim of this activity is to
| will participate as [role/expertiza)
for the purpose of (activity, rezearch title)
within the framework of WP , Task -
| understand that my participation is veluntary and free-of-charge.

| understand that the project may stop the activity or take me out of the study at any time they judge

it is in my best interest. They may also remove me from the study for varicus other ressons. They can
da this without my consent.
| am free to stop participating at any time without any negative consequence.

| understand that DESIRED will process my personal information for the purposes of the project. Only
information that is necessary to address the central purpose of the res=arch will be recorded, and the
data will be anonymised at the point of collection. My name ar any information that could identify me
ar relate to my identity will not be linked with the research materizls. The information will be securely
stored and retained for the lifetime of the project and safely deleted afterwards.

| understand that such information will be treated as strictly confidential and handled in accordance
with the provisions of the Charter of Fundamental Rights of the EU (2000/c 264,01, Convention Ma.
108 of the Council of Europe for the Protection of Individuals and Regulation (EU) 2016/679.

‘Funded by the Europ=an Union. views and opinions expressed are however those of

the author(s) only and do not necessarily reflect those of the European Union or th
European Climate, Infrastructure and Envircmment Executive Agency. Mefther th

European Union nor the granting authority can be held responsible for them.”
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DESIRED

Direct co-processing of CO: & water to sustainable multicarbon
energy products in novel photocatalytic reactor

| have been informed that, if | have any questions about the study or the project itzelf, any problems,
unexpected physical or psychological discomforts, any injuries, or think that something unusual or
unexpected is happening | am free to contact the project coordinator at: info@ desired-project eu.

Mame/surname of Subject or Representative

Date

“Funded by the European Union. Views and opinions expressed are however those of

the author{s) only and do not necessarily reflect those of the European Union or the
“ Funded by European Climate, Infrastructure and Environment Executive Agency. Meither the

the European Union European Union nor the granting authority can be held responsible for them.”
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© DESIRED

DESIRED

Direct co-processing of CO; & water to sustainable multicarbon
energy products in novel photocatalytic reactor

Informed consent form

| oo eem e s e (Mame&surname) agree to voluntarily participate in the DESIRED project.

| understand that if | decide at any time that | no longer wish to take part in this activity, | can notify
the researchers involved and withdraw immediately, without any negative consequence.

| have read the Information Sheet and understand what the study involves.

lunderstand that confidentizlity and anonymity will be maintzined regarding my personal information
and it will not be possible to identify me at any research stage in the project.

| have had the opportunity to have all my guestions answered to my satisfaction. | have also been
informed of the data govermance of the DESIRED project.

A copy of the Information Sheet and this signed consent form will be provided to the signee.

Please indicate below that you have been informed sbout the data protection regulations of
DESIRED found in the attached information sheet “Information sheet on ethics ond dota protection” ™
and agree to the fair handing of your data.

Signature of Subject or Representstive

Date

* | Understand that DESIRED will process my personal infomation for the purposes of the progect. Only infarmation that (s necessary bo
acdress the central purpose of the research will be recorded, and the data will be anonymised at the point of collection. My name or any
informatian that could identify me ar relate to my identity will nat be linked with the research matenials. The information will be seoerely
stored and retained forthe Ifetime of the proect and safely deleted aftersards. | understand that such infarmation will be treated as strictly
confidential and handled in accordance with the provsions of the Charter of Fundamental Rights af the B0 (2000/c 364/00), Canvention Ma.
10 of the Council of Eurape for the Pratection of Indiduals and Regulation (EU) 2016/6739.

“Funded by the European Unign. Views and opinions expressed are however those of

m Frdiad it the author{s) only and do not necessarily reflect those of the European Union or the
unded by

European Climate, Infrastructure and Environment Executive Agency. Meither the

the European Union European Union nor the granting authority can be held responsible for them.”
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Annex ll: General Data Protection Regulation (GDPR) Compliance —
DESIRED Privacy and Personal Data Protection Policy

Introduction

This Privacy Notice will inform you as to how the DESIRED Consortium (hereinafter referred to as the
“Consortium”, “we”, “us” and “our”) collects and processes information about you and in particular your
personal data. We hereby assure you that this Privacy and Personal Data Protection Policy (“Policy”) fully

respects and complies with EU Regulation 679/2016 (“Regulation”) and any other relevant legislation.

The processing of personal data, such as name, address or e-mail address of a data subject shall always be in
line with the General Data Protection Regulation (GDPR), and in accordance with the country-specific data
protection regulations applicable to the DESIRED Consortium. Through this data protection declaration, we
would like to inform anyone concerned and the general public of the nature, scope, and purpose of the
personal data we collect, use and process. Furthermore, data subjects are informed, by means of this data
protection declaration, of the rights to which they are entitled.

As the data controller, the DESIRED Consortium has implemented numerous technical and organizational
measures to ensure comprehensive protection of personal data processed through this website.

Useful Definitions

e Personal Data. Is any information relating to an identified or identifiable natural person (‘data
subject’); an identifiable natural person is one who can be identified, directly or indirectly,
indicatively by reference to an identifier such as a name, an identification number, location data, an
online identifier or to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person.

e Personal data breach. Is a breach of security leading to the accidental or unlawful destruction, loss,
alteration, unauthorised disclosure of, or access to personal data transmitted, stored or otherwise
processed.

e Controller. Is the natural or legal person, public authority, agency or other body which, alone or
jointly with others, determines the purposes and means of the processing of personal data.

e Processor. Is a natural or legal person, public authority, agency or other body which processes
personal data on behalf of the controller.

e Processing. Is any operation or set of operations which is performed on personal data or on sets of
personal data, such as collection, recording, organisation, structuring, storage, adaptation or
alteration, retrieval, consultation, use, disclosure, dissemination or otherwise making available,
alignment or combination, restriction, erasure or destruction.

e Third party. Is a natural or legal person, public authority, agency or body other than the data
subject, the controller, the processor and persons who, under the direct authority of the controller
or processor, are authorised to process personal data.

e Consent of the data subject. Is any freely given, specific, informed and unambiguous indication of
the data subject’s wishes by which he or she, by a statement or by a clear affirmative action,
signifies agreement to the processing of personal data relating to him or her.

The Controller

Regarding the personal data in cases where as a Project Consortium, we determine the purposes and means of
the processing, the Data Controller is the DESIRED Consortium.
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Principles we adhere to

At the DESIRED Consortium, we are committed to and adhering to the following principles of processing
personal data in accordance with Article 5 of the Regulation. The personal data is:

e processed lawfully, fairly and in a transparent manner in relation to the data subject (principle of
‘lawfulness, fairness and transparency’);

e collected for specified, explicit and legitimate purposes and not further processed in a manner that
is incompatible with those purposes (principle of ‘purpose limitation’);

e adequate, relevant and limited to what is necessary in relation to the purposes for which they are
processed (principle of ‘data minimisation’);

e accurate and, where necessary, kept up to date; we take every reasonable step to ensure that
personal data that is inaccurate, having regard to the purposes for which it is processed, erased or
rectified without delay (principle of ‘accuracy’);

e kept in a form that permits identification of data subjects for no longer than it is necessary or as
required by relevant Laws (principle of ‘storage limitation’);

e processed in a manner that ensures appropriate security of the personal data, including protection
against unauthorised or unlawful processing and against accidental loss, destruction or damage,
using appropriate technical and organisational measures (principle of ‘integrity and confidentiality’).

Finally, we are able to demonstrate compliance with the aforementioned principles (principle of
‘accountability’).

Collection of Personal Data

The DESIRED Consortium as the Data Controller collects Personal Data from you within the purposes of
research and the project’s scope. So, in the following cases:

e  When you contact us directly or indirectly (e.g. through the project’s webpage and/or e-mail, or
through our partners, or through our Social Media pages, etc.), in order to be informed regarding
the Project or ask for relevant information;

e Ifyou fill in any of our documents or subscribe to our newsletter;

e The DESIRED Consortium may also publish video or photographs of images in case of events or
workshops, provided that the relevant data subject gave its consent to the publication of it. There is
no transfer of this personal data to third parties outside the same DESIRED Consortium.

Minors’ Personal Data

We do not collect or process minors’ personal data without verifiable parental consent in cases when we are
able to control it. For example, it is not possible to control information that is communicated to us online. In
any event, if we find that we have collected any personal information from a minor without verifiable parental
consent (in accordance with Article 8 of the Regulation), we will immediately delete the information from our
records. If you believe we may have collected information from a minor, please contact us.

Categories of Data Subjects
The categories of data subjects include:

e Partners of the Consortium.

e Users visiting the project website.
e Social Media users.

e DESIRED platform users.
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e General Public.
Kind of Personal Data we may collect about you

Data from the following categories of personal information about you may be collected and processed per case
in order to serve the purpose of the data collection and in accordance with the relevant legal basis as described
in this Policy:

e Contact details with you or a natural person you may indicate instead of you (name, surname,
address, telephone or fax number, email);

e Occupational information (occupation, position);

e Incident investigation data, such as incident details, data of persons involved or related information;

e Information required by the institutional framework such as personal data of persons depended or
related to our Consortium members;

e Apps/websites/social media-related data (cookies, full name or nickname, information you publicly
disclose and comments on social media, or email attachments);

e Your picture when attending our events, or your photo is uploaded on our social media or website
and of course in both cases under your consent.

Purposes of Processing & the Legal Basis of Data Processing

The processing of personal data is based on one of the “legal bases” as referred to in Article 6 of the Regulation
(or Article 9 in case of special categories of personal data).

The legal basis on which the collection and processing of personal data is based (in most of the cases) are, the
consent, the compliance in performing our contractual obligations, the compliance with our legal and statutory
obligations, and the safeguarding our legitimate interests. For special categories of personal data, the explicit
consent, the performance of obligations and the exercise of specific rights of the controller or data subject in
the field of labour law and social security/social protection law and for the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment. The legal basis, on
which the processing of your personal data is based, is as follows for each processing purpose:

Consent: when you communicate with us in any way directly or indirectly as interested in our project, when
you fill in our documents, when informing you about our findings in the context of our dissemination activities,
when you make a complaint or statement or when assessing us, when participating in our events, when you
visit our social media accounts, or when you give us your business card.

Commitment to perform our contractual obligations: when you have agreed to receive our newsletter.
Compliance with our legal obligations: to comply with our legal obligations to all sorts of authorities such as
labour law, regulatory authorities, tax, accounting, auditing, judicial authorities and agencies or in connection

with our contractual obligations or during payment of our liabilities.

Safeguarding our legitimate interests: to improve our services, or when investigating and managing any
potential incident, or for the assessment of persons and situations.

The Consortium is informed about the processing purposes and the legal bases under specific documents
internally.

Retention of Data Period
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We store personal data for as long as it is required by the respective processing purpose and any other
permitted linked purpose always within the project’s scope on completion of the project the data shall be
stored for a period of 5 years after the completion of the project and in accordance to requirements by the
European Commission.

Cookies are stored depending on their nature as you may be informed in our cookies policy linked to the
present policy (please see below).

Personal data you disclose to us as users are stored for until the completion of the project.

Data that may be needed for our legitimate interests as a Controller shall be kept until the reason for storing
such data ceases.

Specifically, for the data we process based on your consent (as an example for marketing), these are kept from
obtaining the consent until it is revoked or there is no longer need to store it.

Information that is no longer necessary is safely destroyed or anonymised. We limit access to your personal
data to those partners who need to use it for the specific purpose.

How we ensure the security of Personal Data

We have received reasonable organizational and technical measures to protect the personal data we collect,
and in particular any specific categories of personal data. We follow international standards and practices to
ensure the security of our networks. We ensure you that your personal data is processed securely and legally,
by adhering to policies and developing and implementing procedures in accordance with the purposes and
legal bases of processing. For example, the following security measures are used to protect personal data
against unauthorised use or any other form of unauthorised processing:

e Access to personal data is restricted to a limited number of authorised partners as per project
structure and under the Data Management Plan and Ethics requirements.
e Our repository system of Microsoft Teams, used for the processing of personal data, all technical
measures are taken to prevent loss, unauthorised access or other illegal processing.
In addition, access to these ICT (Information communication technology) systems is monitored on a permanent
basis in order to detect and prevent illegal use at an early stage. Although the transfer of data through the
Internet or a web site cannot be guaranteed to be protected from cyberattacks, we work to maintain physical,
electronic and procedural security measures to protect your data.

Some of the security measures we take are not announced for obvious reasons.
To whom the Data may be disclosed

We take measures to ensure that the recipients of personal data are kept to a minimum. The personal data we
collect are disclosed to third parties, provided that the legality of such disclosure is fully justified. Specific
personal data from those we lawfully collect as a Controller, may be accessed (or disclosed) on a case-by-case
basis by:

e Any relating supervisory authority within its role;

e Any public or judicial authority where required by law or judicial decision.

e The auditor of the company, for necessary data according requirement (financial, employment,
contracts and other controls), under confidentiality.

e The advocate, for whatever data is required in legal cases, under confidentiality.
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e The Insurance cooperating company and only for the relevant part of the information.

e Partners’ banks (of the company, the staff or affiliates and suppliers), only for payment related
data.

e The training or systems consultants, the trainer, for training or systems control issues and only for
the necessary pieces of information and data.

Territorial Scope
The personal data we collect is processed within the European Economic Area (EEA).
Your rights as a Data Subject and how you can exercise them

You have the right to be informed, the right of access to your personal data, the rights of rectification and
erasure (in cases it is permitted), the right to restriction of processing, the right to data portability, the right to
object. If processing is based on your consent, you may withdraw it at any time.

The right to be informed is exercised through this privacy and personal data protection notification. In some
cases, it is also mentioned in documents — forms we are using.

We inform you that we are not using software of decision making solely based on automated processing
including profiling.

Right of access: you have the right to obtain from us confirmation as to whether or not your personal data is
being processed as well as other relevant information, and, where that is the case, access to your personal
data.

Right of rectification: you have the right of rectification of your inaccurate personal data as well as to have
incomplete personal data completed by providing a supplementary statement.

Note: Since it is not possible for us to be aware of any changes to your personal data if you do not inform us,
please help us keep your information accurate by informing us of any changes to your personal information we
do process.

Right to erasure (‘right to be forgotten’); we have to answer such right when:

e your personal data is no longer necessary in relation to the purposes for which we collected it;
e withdraw your consent on which the processing is based and where there is no other legal basis for
the processing;

e your personal data has been unlawfully processed;

e personal data has to be erased for compliance with a legal obligation we are subject to;

e personal data has been collected in relation to the offer of information society services.
We reserve the right to refuse this right if the processing is necessary for compliance with any legal obligation,
we are subject to, or for reasons of public interest, or for the foundation and exercise or support of our legal
claims (according to Article 17 § 3).

Right to restriction of processing; you have the right to restriction of processing when:

e you contest the accuracy of your personal data for a period enabling us to verify the accuracy of the
personal data;

e the processing is unlawful and you oppose the erasure of the personal data and request the
restriction of their use instead;
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e we no longer need your personal data for the purposes of the processing, but it is required by you
for the establishment, exercise or defence of legal claims;
e you objected to processing pending the verification whether our legitimate grounds override those
of yours.
Right to data portability: You have the right to receive your data in a structured, commonly used and machine-
readable format and under an explicit request such data to be transferred to both, you and another natural or
legal person who will process it.

Right to object: you have the right to object to the processing of your data at any time when the reason for the
processing relates to direct marketing.

In the event that you make such request in a written or electronic form regarding any of the above rights, we
will assess your request and respond within one month of its receipt, either for its satisfaction or to provide
you with objective reasons preventing it from being satisfied, or, given the complexity of the request and the
number of requests at the given time, request an extension of response for a further two months period
(according to Article 12.3 of the Regulation).

The exercise of your rights is free of charge. Where requests from you are manifestly unfounded or excessive,
in particular because of their repetitive character, we may refuse to answer or charge you an administrative
fee.

If you are dissatisfied with the use of your data by us, or our response after exercising your rights, you have the
right to lodge a complaint with a supervisory authority.

Personal Data Breach

In the event of a breach of the security and integrity of the personal data processed, we will take the following
measures (in accordance with Article 33 and 34 of the Regulation in case we are the Controller) and we will:

e Assess itin order to implement the appropriate procedures needed to limit the breach;

e Examine the extent of the breach and the sensitivity of the data included;

e Evaluate the risk and its impact on your rights and freedoms;

e Endeavour to reduce as much as possible the damage that is or may be caused;

e Notify within a time limit of 72 hours of becoming aware of the breach, the National Personal Data
Protection Authority, if required;

e Assess the impact on your privacy and take appropriate measures to prevent the repeating of the
incident.

In the event we are the processor, we will inform the Controller as soon as possible.

Links to other Websites

Our Website may contain links to other websites that are not operated or controlled by us. If you click on a
third-party link, you will be directed to that third-party site. We recommend that you review the Privacy Policy
for each site you visit. We have no control over and assume no responsibility for the content, privacy policies,
or practices of any third-party sites or services.

Cookies
By following this link, you will be informed of our cookies policy.
Contact details with the Data Protection Authority
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Additional information and terminology for the Regulation can be found at https://eur-lex.europa.eu/legal-
content/EL/TXT/?uri=celex%3A32016R0679.

Contact us

If at any time you want to contact us or make a request regarding your rights or any other matter relating to
the protection of personal data you may contact the project’s email.

Policy Update

This policy is effective from current date and will be reviewed when there is a significant change. This review
will be available on our website.
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Annex lll: DESIRED Data Management Overview per WP

Work Package 1: aims to effectively coordinate and manage all project activities, ensure efficient collaboration among partners, monitor and report
progress, manage resources, and steer and oversee the scientific and technical aspects of the project, ensuring the robustness of research
methodology. Additionally, it aims to meet contractual commitments and manage intellectual property rights, data, and innovation in accordance

with FAIR data and Open Science principles.

Dataset # 1

2

3

Lead Partner CIRCC

CIRCC

CIRCC

Partners' information [contacts,

Data Description
Pt payment data]

EAB Members' information
[contact details, reports]

Confidentiality agreements, Foreground and background IP data

Data Origin Partners, GA and CA

Partners and EAB members

Partners, GA and CA

Data Type(s) Texts, numerical data, reports

Texts, numerical data, reports

Texts, numerical data, reports

Personal Data Yes

Yes

Yes

Data Format .docx, .pdf, xls

.docx, .pdf, .xls

.docx, .pdf, .xls

Approximated Data Size | kb to Mb

kb to Mb

kb to Mb

Confidentiality Confidential

Confidential

Confidential

Data Utility Partners, EC

Partners, EC

Partners, EC

Storage & Backup

L. Coordinator's files and server
Position/ Server

Coordinator's files and server

Coordinator's files and server, Project database (SharePoint)

Sharing method SharePoint,Teams, e-mail

SharePoint,Teams, e-mail

SharePoint,Teams, e-mail

Data Expiration None

None

None

Coordinator, Partners (on a needs

Who has access to it .
to know basis)

Coordinator, Partners (on a needs
to know basis)

Coordinator, Partners (on a needs to know basis)
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Purpose of collecting

Project management

Project management

Project management

Relevant project task
number

T1.1

T1.1

T1.1

For how long the data
will be stored

Without limitation (for auditing
purposes)

Without limitation (for auditing
purposes)

Without limitation (for auditing purposes)

Owner of the data

CIRCC (Angela Dibenedetto)

CIRCC (Angela Dibenedetto)

CIRCC (Angela Dibenedetto)
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Work Package 2: will develop visible light active nanocatalysts/ materials in the form of advanced heterostructures, using the full spectrum of liquid-

and gas-phase processing techniques available in the consortium and their original combinations into hybrid approaches for developing advanced
photoactive architectures with tailored features.

Dataset # 1 2 3 4 5 6 7 8
Lead
IC2R cu CIRCC CIRCC CIRCC uw uw uw
Partner
Research data
Research data related to
related to production of Reaserch data
. fabrication of new Research data . related to
New multi- . . Selection of . .
New new multi- photomaterials | related to . Production of correlations
component . . . single
Data photocatalysts . component [p,n-junctions production of nanocatalysts between
.. . photomaterials . M . photocatalysts .
Description | deposited on hybrid- stabilising new bio- enhancing the photoelectrochem
. for CO2 . able to produce .
bio-supports . assemblies charge supports for performance ical performance
photoreduction . . C2 products .
(bio-chemo) for | separation and | photocatalysts and materials
enhanced CO> favouring properties
photoreduction | interactions
with CO2]
Experimental Experimental Experimental Experimental Experimental
data, lab tests, data, lab tests, data, lab tests, Literature data, | data, lab tests, data, lab tests,
Data Origin Experiments Experiments simulation, past | simulation, past | simulation, past | experimental simulation, past | simulation, past
tests, scientific | tests, scientific | tests, scientific | data, lab tests tests, scientific | tests, scientific
literature literature literature literature literature
Numerical data,
. Texts, Texts, Texts, Texts, Texts, .
text, tables, Numerical data, . . . . . Texts, numerical
. numerical data, | numerical data, | numerical data, | numerical data, | numerical data,
Data Type(s) | analytical data, | graphs, tables, . . ) . . data, reports,
reports, figures, | reports, figures, | reports, figures, | reports, figures, | reports, figures, | _.
text of text figures, charts
. charts charts charts charts charts
experiments
Personal
No No No No No No No No
Data
. .docx, .pdf, xls, | .docx, .pdf, .xIs, | .docx, .pdf, .xls, | .docx, .pdf, xls, | .docx, .pdf, .xIs, | .docx, .pdf, .xls,
Data Format | .doc, .txt Xlsx, .opj, .pptx P P P . P . P . P
other other other .0pj, .png other | .opj, .png other | .opj, .png other
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Approximat |\ \1b kb to Mb kb to Mb kb to Mb kb to Mb kb to Mb kb to Mb kb to Mb
ed Data Size
Confidential
Confidential | until decision to | Confidential Confidential Confidential Confidential Confidential Confidential Confidential until
ity publish or until publishing | until published | until published | until published | until published | until published | published
patent
All part f
All partners of theparroheectcs ° Partners, EC, Partners, EC, Partners, EC, Partners, EC, Partners, EC, Partners, EC,
Data Utilit the project, exte?najl ’ Dissemination Dissemination Dissemination scientific scientific scientific
v External users if s target target target community community community after
. scientists if . ; . o - L
applicable . audiences audiences audiences after publishing | after publishing | publishing
published
Storage & Project Project
Bac!u'Jp database database CIRCC servers CIRCC servers CIRCC servers UW local data UWlocal data UW local data
Position/ . . storage storage storage
(SharePoint) (SharePoint)
Server
Sharing SharePoint,Tea | SharePoint,Tea | SharePoint,Tea | SharePoint,Tea | SharePoint,Tea | SharePoint,Tea | SharePoint,Tea | SharePoint,Teams,
method ms, e-mail ms, e-mail ms, e-mail ms, e-mail ms, e-mail ms, e-mail ms, e-mail e-mail
Publishing of .
D Publish f
at? . data or patent ublishing o None None None None None None
Expiration . data
filing
Who has Project Project CIRCC (viewing, | CIRCC (viewing, | CIRCC (viewing, | UW (viewing, UW (viewing, UW (viewing,
access to it partners partners editing) editing) editing) editing) editing) editing)
Purpos_e el Project Project Research Research Research Research Research Research
collecting development development
Relevant
project task | T2.3.3 T2.3.1/T2.3.2 T2.2 T2.3 T2.3 T2.1 T2.1 T2.4
number
For how
long the To the end of To the end of Without Without Without Without Without . s
. . . S S S S S Without limitation
data will be | the project (4y) | the project (4y) | limitation limitation limitation limitation limitation
stored
Owner of . . CIRCC (Angela CIRCC (Angela CIRCC (Angela
E
the data M Aresta Cejka/Eliasova Dibenedetto) Dibenedetto) Dibenedetto) UW (RSolarska) | UW (RSolarska) | UW (RSolarska)
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Work Package 3: aims to develop a new-concept, single-tube reactor by defining a requirements traceability matrix, engineering and constructing a
single-tube reactor with a volume of 15 mL (Level 1), and testing and evaluating its performance in comparison to classic photoreactors, using a

simulated solar source.

Dataset #

3

Lead Partner

IC2R

AEE

uw

Data Description

Results of experiments for comparison
of the new PR to classic PRs: product
yield and LC

Results of experiments from rheology
tests

Validation of the PEC material in the
new photoreactor

Experimental data, lab tests,

Data Origin Experiments with new PR Experiments with new PR simulation, past tests, scientific
literature

Data Type(s) Numerical data, text, tables, analytical Numerical data, text, tables, analytical | Texts, numerical data, reports, figures,

P data, text of experiments data, text of experiments charts

Personal Data No No No

Data Format .dogc, .txt .doc, .txt .docx, .pdf, .xls, .opj, .png other

Approximated Data Size kb to Mb kb to Mb kb to Mb

Confidentiality Public confidential Confidential until published

Data Utility

All partners involved into the
scientific/technical development of the
project

All partners involved into the
scientific/technical development of the
project

Partners, EC, scientific community
after publishing

Storage & Backup Position/ Server

Project database (SharePoint)

Project database (SharePoint)

local data storage

Sharing method

SharePoint,Teams, e-mail

SharePoint,Teams, e-mail

SharePoint,Teams, e-mail

Data Expiration

Publishing of data or patent filing

Publishing of data or patent filing

None

Who has access to it

Project partners and the public

Project partners

UW (viewing, editing)

Purpose of collecting

Project development

Project development

Research

Relevant project task number

T3.3

T3.2

T3.3

For how long the data will be stored

To the end of the project (4 y)

To the end of the project (4 y)

Without limitation

Owner of the data

M. Aresta

S.Meitz, B. Muster

R. Solarska
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Work Package 4: aims to upscale the new concept PR to Level 2, verify the integration of the Level 2 PR with solar collectors using simulation
assistance, establish a radiation digital twin model, validate the new concept PR under sunlight and evaluate the life cycle (LC), perform a
transferability assessment of the DESIRED Technology.

Dataset #

Lead Partner

IC2R

IC2R

AEE

AEE

CIRCC

Data Description

Results of experiments
testing of the new
reactor

Data on the scalability of
the DESIRED technology

Results of simulation

Results reactor testing -
real sunlight

Research data related to
solar fuel product
validation
(characterisation and
evaluation)

Experiments with new

Analysis of Project

Simulation Studies

Experiments with new

Experimental data, lab

Data Origin . . tests, simulation, past
g PR outputs Digital Twin PR e P
tests, scientific literature
Numerical data, text, . . Numerical data, text, .
. Numerical data, process | Numerical data, tables, . Texts, numerical data,
Data Type(s) tables, analytical data, tables, analytical data,

text of experiments

assessment, markets

text

text of experiments

reports, figures, charts

Personal Data No No No No No
| tori f dat
Data Format .dog, .txt nven 'orles ordata, .dogc, .txt .dogc, .txt .docx, .pdf, .xls, other
analysis of data, text
Approximated Data Size | kb to Mb kb to Mb kb to Mb kb to Mb kb to Mb
Confidential until Confidential until
Confidentiality decision to publish or Public confidential confidential

patent

published

All partners involved into
the scientific/technical

Partners and

All partners involved into
the scientific/technical

All partners involved into
the scientific/technical

Partners, EC,

Data Utilit Di ination t t
my development of the stakeholders development of the development of the a:,sjizr::;i 'on targe
project project project
Storage & Backup Project database Project database Project database Project database

Position/ Server

(SharePoint)

(SharePoint)

(SharePoint)

(SharePoint)

CIRCC servers

Sharing method

SharePoint,Teams, e-
mail

SharePoint,Teams, e-
mail

SharePoint,Teams, e-
mail

SharePoint,Teams, e-
mail

SharePoint,Teams, e-
mail
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Data Expiration

Publishing of data or
patent filing

Will end into brochures,
publications, leaflets,
assessment studies

Publishing of data or
patent filing

Publishing of data or
patent filing

None

Who has access to it

Project partners

Project partners and the
public

Project partners

Project partners

CIRCC (viewing, editing)

Purpose of collecting

Project development

Perspective scale-up of
the tecnology

Project development

Project development

Research

Relevant project task
number

T4.3

T4.5

T4.1.

T4.3.

T4.4

For how long the data
will be stored

To the end of the project
(4y)

To the end of the project
(4y)

To the end of the project
(4y)

To the end of the project
(4y)

Without limitation

Owner of the data

M. Aresta

M Aresta

S.Meitz, B. Muster

S.Meitz, B. Muster

CIRCC (Angela
Dibenedetto)
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Work Package 5: aims to evaluate the environmental impact and resource use efficiency of the system compared to renewable technologies available
in the market, addressing process techno-economics and social aspects while considering regulatory frameworks and social acceptability.

Dataset #

1

2

3

4

Lead Partner

IC2R

IME

IME

IME

Data Description

Sustainability studies applied
to the DESIRED technology

Life cycle inventories, data
transformed into input output
balances (mass and energy) of

Life cycle sustainability
characterization data:
environmental, economic and

Social acceptance: statistical
indicators of social acceptance

life cycle stages considered in social characterization of life of CCUS systems
the project cycle inventories
Lab performance data from
Data Origin LCA f:lata from'assessment the project 'partne'rs, Calculations, LCA models Survey
studies on project data computer simulation,
calculations
Data Type(s) Numerical data, tables, text Numerical data, tables, text Numerical data, tables, text Numerical data, tables, text

Personal Data

No

No

No

No

Data Format

Inventories of data, analysis of
data, text

xlIsx, pptx, pdf, docx, others

xlIsx, pptx, pdf, docx, others

xlsx, pptx, pdf, docx, others

Approximated Data Size

kb to Mb

kb to Mb

kb to Mb

kb to Mb

Confidentiality

Public

Confidential until acceptance
by partners to publish

Confidential until acceptance
by partners to publish

Confidential until acceptance
by partners to publish

Data Utility

Partners and stakeholders

Partners and stakeholders

Partners and stakeholders

Partners and stakeholders

Storage & Backup Position/
Server

Project database (SharePoint)

Project database (SharePoint)

Project database (SharePoint)

Project database (SharePoint)

Sharing method

SharePoint,Teams, e-mail

SharePoint,Teams, e-mail

SharePoint,Teams, e-mail

SharePoint,Teams, e-mail

Data Expiration

Will end into a publication or a
patent or into dissemination
materials

Will end into a publication and
public deliverable

Will end into a publication and
public deliverable

Will end into a publication and
public deliverable

Who has access to it

Project partners and the
public

Project partners upon
acceptance

Project partners upon
acceptance

Project partners upon
acceptance

Purpose of collecting

Suitability of Desired outputs
for large scale exploitation

Assessment of DESIRED
products sustainability

Assessment of DESIRED
products sustainability

Assessment of DESIRED
products sustainability

Relevant project task number

T5.2

75.1./75.2./15.3./T5.4.

T5.1./75.2./15.3./T5.4.

75.1./75.2./75.3./T5.4.

For how long the data will be
stored

To the end of the project (4 y)

To the end of the project (4 y)

To the end of the project (4 y)

To the end of the project (4 y)

Owner of the data

M Aresta

J Dufour / Jose Luis Galvez

J Dufour / Jose Luis Galvez

J Dufour / Jose Luis Galvez
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Work Package 6: The work package aims to develop and deliver dissemination and communication activities, training and capacity-building activities,
contribute to existing and emerging standards, develop a strategic exploitation concept, and identify post-project opportunities.

Dataset #

1

2

Lead Partner

eBOS

IC2R

Data Description

Website visitors
Social media visitors
Events participants
Trainings participants

List of potential early adopters or letters of interest,
Lists of stakeholders

Contact Forms Website Social media accounts Events & Trainings

Market analysis and direct contacts with large

Data Origin . . . .
E Registration forms and attendance industries and SEMs

Narrative texts, images, audio files, video files, KPls, statistics,

Data Type(s) social media interactions (like, comment, follow, repost, etc.), Texts, numerical data, reports
figures, attendance forms, etc.

Personal Data Maybe (emails, names.) No
Contact Us Forms Website

Data Format Social media posts .doc, .txt
Events Forms

Approximated Data Size kb to Mb kb to Mb

Confidentiality Private Confidential until public public press release

Data Utility

Partners, cluster projects, project' stakeholders

Partners and stakeholders, EU

Storage & Backup Position/ Server

Server (eBOS OneDrive), Website, Social media accounts

Project database (SharePoint)

Sharing method

Email, eBOS OneDrive, Social media accounts (upon approval)
Website (upon approval)

SharePoint,Teams, e-mail

Data Expiration

N/A

Will end into a strategic doocument

Who has access to it

eBOS (D&C Leader), PC, all partners (viewing, editing, etc.)

Project partners

Purpose of collecting

D&C

To continue developing the DESIRED idea

Relevant project task number

T6.1

T6.4

For how long the data will be stored

During the peoject lifetime & 3 years after its closure

To the end of the project (4 y)

Owner of the data

Panayiotis Klitou (eBOS)

M Aresta
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